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New Models, New Services

Beyond Maas into Lifestyle services
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Maas reference architecture — High level

Car renting,
car-sharing,
automous vehicles...
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Taxi, VTC

[ Y

You need 6 key building block to build a platform.
Microsoft can provide core components

Public @
Transport ‘ %

Identity Management

Customer interface: Mobile apps, Contact centers, Web & Digital marketplaces

Services core platform
Platform 365 Platform

Azure Dynamics

Topography and Ticketing and payment Data analytics services
cartographic services services

. Al platform (D365)
Azure Maps Blockchain (cognitive services)

ISV Solutions ISV Solutions Data Platform

MaaS components Microsoft technology

New mobility
services
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Each of us needs digital identity we own and control,
one which securely and privately stores all elements of
our digital identity.

This self-owned identity must seamlessly integrate into
our lives and give us complete control over how our
identity data is accessed and used.



Azure AD verifiable credentials - a better way to verify

Fabrikam Inc
fabrikam.co

New permission request

WJ DGROVE Verified Employee

Details Activity

March 23, 2021

Approve sign-in?
Fabrikam Inc dmandera@fabrikam.co

Presented Fabrikam Inc
No Yes

December 22nd 2020

Verified Employee Presented to Adartum Corp
Woodgrove P w: DGROVE

Verify your employment status

July 15, 2020
Employee name Issued by Woodgrove.com
Daniella Mandera

Date of issue

July 15, 2020

Title
Principal Design Manager

Employeed ID

BG-88224-P

easy to use and secure verifiable transparent convenient



How does this work?

Woodgrove Inc
Issuer

Record public
key material

Verifiable
Credential

iss: did:example:employer
sub: did:example:user
claims:
title: program manager
since: 2011
+ issuer’s digital signature

User

Proof of
employment

iss: did:example:employer
sub: did:example:user
claims:
title: program manager
since: 2011
+ issuer’s digital signature
+ subject’s digital signature

Fabrikam Co
Verifier

Lookup public
key material

iss: did:example:123
keys: "------ BEGIN PUBLIC KEY --.."

Public key infrastructure

2= Microsoft



Based on open standards BN
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Decentralized Systéms
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Microsoft's Platform Implementation

I Search resources, services and docs Preeti Rastog
Microsoft Azure R sear urces, WOODGROVE

Home > Verifiable credentials >

Create a new credential X
Create a custom credential that can be issued to your users. Learn more (4 P T -
MName * Verified Employee

Fabrikam Inc

A unique identifier for your credential, only
displayed in the Azure Portal

Verify.JS
New permission request

Subscription * Azure Premium

Select the subscription where the rules and
display file will be stored

Display file * https://nr
credentials/IdentityCardDisplay jsar

didstorage blob.core windo

The display file describes the claims contained

in the credential as well as the branding & ’ r.WorkHistor Fabrikam Inc

fabrikam.co

Learn more (1

Rules file * https://mydidstorage.blob.core windows.net/ New permission request
The rules file determines what the user needs credentials/rules json p q

to do to get the credential. Include an index

claim if you want to be able ta search for the W¥oocrove Verified Employee

credential later.

Learn moare [4

Example of what users will see in the
Authenticator app

Verify your employment status

Issuer interface Developer tools End user wallet
(Azure AD) (SDK + API) (Microsoft Authenticator)



Accelerate with trusted
technology partners

In partnership with Identity verification leaders

acuant - AUTOTIX
Acuant Au10tix
@ LexisNexis: ®
RISK SOLUTIONS -
Lexis Nexis Onfido

jumio
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Accelerate adoption with partner solutions

AffinitiQuest.io

AffinitiQuest/ Avaleris

uniFy

Unify

@

Condatis

{1

ldemia

VU Security

192

6000

1000's

Millions

Decades

Countries

|dentification
documents

Organizational
attributes

Individual ID
attributes

of experience to go
from idea to
implementation in
hours




Key scenarios

« Onboard
« Access
« Recover




Onboard new employees, partners and customers

94 il T -

Invitation
User is invited to
onboard using

employer website =
Request

Verify just-in-time

..

Woodgrove would like to
EEEEEEEEEEEEEEEEEEEEEEEEENEEEEEENER Verify your identity u ...............................lllll.......
ll....

To get started, have your drivers license and
Identity documents ready

Upload ]

Scan docs and take selfie

-
P
Woodgove a®
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woodgrove.com

New permission request

ol T -

Cancel woodgrove.idverification.com

@ True ID check

An ID Verification Compamy service

Document front
Capture the front of the document

Document back
Capture the back of the document.

Self check

Capture a forward-facing selfie
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mn
N EEENENEEENENENEEENENENENENENEEEEEENEEER EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
an Capture document front
-“‘
% :

.
"“
"
.0
L4
L4
. Presentation
L} .o
% I g it User presents verified
’ ssuance identity to employer
‘. Verification company
e, issues a credential

4
....
....

e ‘




Secure access to applications

4 w
Woodgrove University Woodgrove University
woodgrove.com woodgrove.com

[

Identity Verification and
Verified Security Analyst
credentials are needed to
access this application

New permission request New permission request

@ True ID
“LI_I( Al Verified Security Analyst
Al A

Scan the QR code below to submit your cloud backg

White Hat Certifications Verified Security Analyst
White Hat Certifications

Woodgrove needs to verify your status to Expiration date
grant access to certain applications. December 31, 2022

Ethical Hacker
Certified as of July 15, 2021

Vulernability assessor

Certified as of August 10, 2021

— Forensic professional
Cancel | Certified as of April 25, 2021

Sign in Presentation Detailed view

User shares the requested User confirms which claims
verifiable credentials are being shared




Recovery

Reduce support phone calls
and security questions with
a simpler, more secure
process to verify identity

AA @ swordreset.microsoftonline.com

WOODGROVE

Get back into your
account

Verification step 1> Choose a new password

Woodgove

“/'\/OOUQ(O\"CCOHT

New permission request

True ID

ID Verification Company

Verify your identity with our partner, ID
Verification Company, to reset your password
and get back into your account

AA @ swordreset.microsoftonline.com ¢,

WOODGROVE

Get back into your
account

Verification step 2 > Choose a new password




Trustworthy, faster, cheaper way to verify

Onboard employees,
partners, customers

Trustworthy self-service
enrollment and faster
onboarding by digitally
validating information with
industry leading ID
verification providers.

Access to high-value
apps and resources

Quickly verify credentials
from a wide variety of
trusted partners based on
open standards.

*I‘*

Self-service account
recovery

Reduce support phone calls
and security questions with a
simpler, more secure process
to verify identity.



Customer stories

DG 8 3 IR ?( “ | Government
Keio University (Y ' of Flanders

Keio National Government
University Health Service of Flanders

and many more...



Flemish Government 7\, Government
( . of Flanders

How a decentralized identity and
verifiable credentials can
streamline both public and
private processes

Interactions

1. (4t Proof of Ase

wrowed Wi for ¥roof of Age kascd on E-Td

March 17, 2021 & Print

Digital identity forms the cornerstone of everything that individuals do in the digital world. There is
a genuine need for a sustainable technology and processes that give users control over their data
and allow trusted interactions. In a decentralized identity ecosystem, citizens can easily prove their

\
/ \
=\ I d identity and share authoritative data with third parties. Furthermore, they can keep track of what
7(\ . Vlaanderen g ey caniesp
\

\ 3 information is shared with whom and at any time can deny third parties’ access to personal
\ verbeelding werkt

\ information. Microsoft applied this concept to a high-impact public sector use case in the region of
\
\

Flanders in Belgium. The pilot ‘starting a business in Flanders' showed that the use of decentralized

identity technology lowered the burden for citizens and raised their trust in the government.

ezar

Wy Citizen's Profile

wallet of
wser

Flanders Government of Belgium Proof of Age

Products and Services

Azure Active Directory

(o piha Waer 4 1. et proof of

Industry depesit & bauk

Government

Organization Size WI

Corporate (10,000+ employees) we

Country

Belgium Private sector; Bank
—— B

Microsoft Customer Story-How a decentralized identity and verifiable credentials can streamline both public and private processes



https://customers.microsoft.com/en-us/story/1351115614634143059-flanders-government-of-belgium-government-azure-active-directory

ReSOU rces http://identity.foundation

Industry working group for all things Decentralized ID (DID)

http://aka.ms/didwhitepaper
White paper by Microsoft: approach for DID + Verifiable Credentials

http://aka.ms/didexplained
Quick overview

https://youtu.be/Whc9Im-UOWg
Overview for developers: scenario walk-through and how-to

http://aka.ms/didfordevs
Developer documentation

http://aka.ms/azureadblog/did
Blogs (including scale and performance and self-owned key recovery)



http://identity.foundation/
https://nam06.safelinks.protection.outlook.com/?url=http%3A%2F%2Faka.ms%2Fdidwhitepaper&data=04%7C01%7Cankpat%40microsoft.com%7C61c1c333a44d482c34c708d8b91cec8b%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637462881278108560%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=m5uVf%2BWAaHooZRO3GgJGZiekd7QOAok3R2q5h1fgyhY%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=http%3A%2F%2Faka.ms%2Fdidexplainer&data=04%7C01%7Cankpat%40microsoft.com%7C61c1c333a44d482c34c708d8b91cec8b%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637462881278118551%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=HqqvUM8J8gSQatA7a7tmtlrL%2FojIvDuyNDoj2dKsfdU%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fyoutu.be%2FWhc9Im-U0Wg&data=04%7C01%7Cankpat%40microsoft.com%7C61c1c333a44d482c34c708d8b91cec8b%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637462881278138538%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=BnWJi3yBY1foMcgnXsBXCB9Otq8YtFjLLCQA16Kelr4%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=http%3A%2F%2Faka.ms%2Fdidfordevs&data=04%7C01%7Cankpat%40microsoft.com%7C61c1c333a44d482c34c708d8b91cec8b%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637462881278148532%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=2lV%2BBWCDCF%2FYkVSs8xs2uHEb8dqkQXwykALCChVLGR8%3D&reserved=0
http://aka.ms/azureadblog/did
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftechcommunity.microsoft.com%2Ft5%2Fidentity-standards-blog%2Fion-booting-up-the-network%2Fba-p%2F1441552&data=04%7C01%7Cankpat%40microsoft.com%7C61c1c333a44d482c34c708d8b91cec8b%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637462881278128547%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=wNb8Pa1A9Qejh22%2BKiPV930lY2ZKxIPY%2BPwjCZ5a4qs%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftechcommunity.microsoft.com%2Ft5%2Fidentity-standards-blog%2Fnew-explorations-in-secret-recovery%2Fba-p%2F1441550&data=04%7C01%7Cankpat%40microsoft.com%7C61c1c333a44d482c34c708d8b91cec8b%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637462881278138538%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=FNKDiEiMmBIkozam67M8FV692%2BwtuCoJJ1UxE28%2BPMg%3D&reserved=0

